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[ft 1 ] 

fR*^h3>traL-^ ogftgu k Ha-*- * wsr^-trx tif- y ^ * & 

m. U n L r . IS T * -b * fir - 771^ £ #hb L T flj £ % - *lj fc , 

[»*S2] 

f£fE1t£IM(±, iSCSl7*n hn;w:J: <9 T 9 -b* C <h -f £f*;fcS 1 IE*?) 

I P* y YV-fDj >?7x-ZOMAC7 KU^-C*SKI^ 1 2fE^OT. h U 
- ygio 

-v>^^l, ssNMPv^-y>ii, h3>tfi-*a»e>an— owmfcsi'©-*- 

& J; d (:|?*tS ^ 1^- AS:, h 3 > If a-* CMt-i.^ y^7x-x«M I B 

^r^tt^SNMP ');x^k LTSte-f 75M30v>r*i 
tHE*^^ h U-yilo 

[s»#* 5 ] 

fito 

HufE^-O^iJ^^tc i **iJ5e-C. ifrfET^-t^tax-^WC** h^yfa-^^i 
S IJ 1" ^» ^ - O If ^ ? l& ^ ^ n T v >^ v ^ f J ^ L Tt: i# ^ t c , gEn^^RjfcOrts&fcn^fc 

7 ] 

lffllifc— 02p]5c#&K:J:*2pJ5£-^ 17 * t^flr- 77WC&*;* h n > tf a - ? £f& 
SUi-S^-^fllfll^ittSft-Cv** fcfl56Lfc»£\ i£nyM >^7 I 
P T KU*£, >fcf a-* *:»8l|-r-5«riEfl|«ltB8jl#»t"CST^-bXtta , r- 

y^^^^i-^|f^3fE«0^ h l/-/SIo 

SET ^-fc^flf-^i:!!, MAC 7 KU^fc, I£MAC7 YV7.(D I P * y h 7-* 

i^^S-#ii:tl,W^3i2«^Ahu-ym 
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9 ] 

Br y"-fc* 1=317 -T^WCki:, iMAC 7 Kl'.^KHaffrttfcKMAC T YV7<0 I P* 
3 X(± 8 IB®* h y'ito 

i o ] 

tmvmmfrh* y vy-tzfrLx* v v - vmw.^mh*iz>7 7 ^^m^m^x , 
r 7 -b 7 it pt £ t=g-f * r * -b 7 mm oti^a n & -c , 

— (Dm^.7y-y -ft, 

Lx^tiz&fc^zm~^m^<vm%z^*-f&7 7-y -ft, 

w.% £ ti tztm- <vm mzm itfx y 7 £1t^, r 7^7%^^-r^^^^m^.-n>m 

-<Dmfc7y-y -ft, 

mm-<v$m<nm$k, i^^tifzm^^m^\-uomw^h7 vv-^mm^^^r 7^ 

7^^t: fp "5X1" h 7 7- y 7" t . 

imxmi 1] 

fjfe^-colf^t LTMAC7 ¥\s7*&m U HuIB^ZlcotWIRi: UIP7 h^X^f 
[If 1 2 ] 

-Zffr*** 1 ) \,z^tbmn.-?z>7 7- v 7°&mL, 

mum-^4m7^ y 7f±, mmm^hmn^^tzm-^mm^zm lt« 1^7-7^ 
lit 1 3 ] 

huI2^-<7)^J^^ 7 y 7tc J: Z>$Ije<Dii&W:^ Xlim~<7)m^.7 7 y viz X Z>m7E<7)%i^, 
^M&<OW&. $is£ft£n 7' -i >m^7 U-AbzmirZ>'mW.*v 7 1 Lt^^'J icfg- 

itat7 7£^-f£- 1 ^#mti-*if*^9fe«oT^-txsu^^a^vio 

[If *M 1 4 ] 

Buie^-<7)1f$R<7)^#^^*^x y 7C£^-C, I P^y b 7 - ? tcJ£M£;lx&^S£§£ 
M1-^.7t:i60S NMP-7^- v>ic i V It^O^M^^^-cOlf $R£72Hf-f £ £ d K5S 
*t4C^!iff tf^ If 9 IB«0 7 * -t: y^lJ^fS/j V* o 
[If 1 5 ] 

BUIB^ — O-lf^coWf^^^c^x 7 7l;joV^T, iSCSKOTEXT Mode negot iat ion^ =fc Z> 7° 
u haji/^wTiW^ii^^MACT YV7^hz\h ZmMirZ £ <h ill- 
's If**I 9 IBicO 7 * -fe * SUfP^S/j & o 
[fffjfc^ 1 6] 

b v- "jmw.tzM$km&mmm (lu) ^^tt-r^»^7- 7 -ft. 

MAC 7 Kl^t, MAC 7 Kl^<7) I p ^ y Y*J-7<D4 ^7x-^^^pt 

m a* 7 * -t ^ it ir $ a £ l u <d msu w-^-*«e« $ n tz 7 7 -t ^ ti 7 - 7 £ ^ * 1- ^> 7 

t y~7°t, 

mmm—<Dm7£7f-y7°<Dmz, 9mommfrhmmztifz=i-?> KwiicriLt, 

7 - 7 ^ ^ #BB L T^i6^il ^ titz L U *ff Z>7 7±7 fr&fr £ flj^-f ^> ^H^^'J^^ 

^.li^i 2tim<7)7 7-t7mm < gmjjmo 

^ y y ^ - 7 [zmm^ixtzm-<Dmm^hm~<D^m^r 7 ^7\>zm^ ^i^^^m.-r 
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m— <nmm.frhm— (nmmztt-fz rt-t^frm— y hv-tr wixftfrix&fr^fr* 
mm-<vmw.frhmmznz>m~<nmwL*m^x^x- •> ?-tz>m-<vj-^ y?*- vt, 

z tifzmm-^m mm v> xmmr.<Dmw.^<v r ? -tr * m$ oxo pts£ x^ta 

[lit *Jl 1 8 1 

7 v*uxx&z>m%.m 1 TiBt^^T^-t^o^a^vio 
[is*^ 1 9 ] 

iSCSIJI, TC PM, I Pi, •f-* 'J ^^i^^"i--2>^ h U-^mm.* IP*yf7- 

?i l zmmir&ATy7£^zm-f2>zt!ftmti-2>m%imi oxiii sismor^-t^o 

[W^^ 2 0 ] 

iSCSM -vx^ ^^i-^^— «L iSCSI^-r-y F^^tl.|r(7)glfc©ritl 

r^-a 7 ^og^, my u-&i,zmm7E<Dmn-t)^ttir^*%:^m&, mm-z<Dmm.frh 
mm-<nmw. \zw Lxmm-<r>mw. z HKom^om m<om% * l , 
mm— <nmwfrhw~comwL^mm ^^tzmowrm^mm-m lt, mm— <omm.fr 

7 ? ^xZi^aJ-r^^fr^frZ^j- y ? u 

f^^-ji ^o^, it>ir$^/iit^^i^ii-<7)^g^(b7i'ft$^L-2> 37/ rzmm~<vm 
[in*^ 2 1 ] 

mm— <nmmzm*-htiz> s nmp ^- v^. > v %m~<r>mmzmz-httz> snmp 
^^-^j ^ b<Dm<Dm\t[zx. ^<D?ftK.<Dmm.xh&MKC r Ki/^oHfi^fc#i*i 

fc ^tf tf^i*S2 0|5«cOn-7> KOil^fto 
[IS*^2 2] 

^ * * h 3 > tr i - * (7) asy n 3 -r & 1$ - </> -it # & 7 ? * * «a -r - ? * * & 

f£** h 3 > \d3--?frh7&m >I$CMLT> ^n^M >|f07 U-A 

fc&t lt, h ? y ^ ^ - ? fr bmnL?zm—<Dmm~m txmr ? -t T.mmr - 
y^zm&LxmTzL (m-om^) , mm—^m^^^z^^x, mvy<ow$.<o 
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[MM] 
[0 0 0 1 ] 

(J^T-^IC*^ h tf7) ^<biSCSl7 p n h n;K:iot^ h U- yW^Of-^ &7 
[0 0 0 2 ] 

U-yy7,rA^ffljt$^Tv^o If> X hU-y^i(±, 1 oXfi^g^O^'J a - 
A^tt^^I^I (Logical Unit:LU) £f#*>, I Df f Ifiilgf 

#■9- (LUN) 7) s iiJ^T^tL^ 0 
[0 0 0 3 ] 

7.YV- VmW t * 7, h Zmmir 2> -f y 7 7 x. -7%$M tLtlt SCSI (Smal l Comput 
er Systems Interface) ^ 7 r ^ * MFC) t5 ? J3v> 0 

scsm >-*-7i-*f±£tifiT-*iK 7=7 4ts Y/-v--^mzm*t-fz>itwtM&fcmm 

ffim<7)4 >77x-7t LTfUffl$tiTv^ 0 SCSIHi3V>T. 7 7 4 T > Mi37> K£ 
SMrtSflBttWi&ftlfcift), << tmxtiZo ttz^T-^lt. 77J7>Y<Dm 

K(i, -v-^^Ufi^ Command Descriptor Block (CDB) K^t ft&o 
[0 0 0 4 ] 

CCO i 7 tzTs 1 U- yy7fA13v>t, X h v^Srt^l&S^e ( L U)K*t1"& 
^jEfcT^-b^fcRjt-f Sfc*60-fe*o. U 7--f ZntJL-f&iZmt L-Cli, WiLlf, #P3¥ 
10-333839 <&fH 1 ) JSvMiJftBi 2001-265655 2r« 

[0 0 0 5] 

liy^(±, L U&lZ^tbT 7 J t7,i^ufLtz*7 h ^tf^WWN (World Wide Name) tOM 
h l^-v^Ml*JOT--7^metf LTi3§, h^ibon^xf ^-^^^ 
JtifcWWN !: f - 7*^fl§i: *,i^t^f 4 i 1 1: J: ot-t^ hOMfeBUfcffv^ ^ h 

[0 0 0 6 ] 

l£#(±, KOWWNt'f - h I D<7)g8#^-r--7';i^tc|S1SL> WWN«i?itt 
v»*v»7W-A (fc <h xJ2T D BtffamZti?z7 V- A) trover, 1- I DfrhWZ- 
tSWWN*#ILTL U 05 7 ? -b* nrS^fJSffcfi^ d o 

«A± rLUN-t + i'Jf^J iP^i fc tci-^ 0 
[0 0 0 7] 

t £^T% *j£, * y h 7-^ FnjK^STC P / I P±T\ ±{£-y°n Fn;^ 
LTSCSlMa^^Hi-^7t:i60 7 , n h a fr&ffi-c&Z iSCSI (internet SCSI) t) ? V±B 
$fitv»4o iSCSIfi I P^y h 7-^±tIv>f.n47*n h 3 ^ <h LT, IETF (The Int 
ernet Engineering Task Force) X~M&{k-£titzi><D"C$>2> 0 
[0 0 0 8 ] 

im^m 1 ] mmw- 10-333339 

[0 0 0 9] 

[#lrtt2] #^2 0 0 1 - 2 6 5 6 5 5 <2r^ 
[SIM* 1 )** UiHt* Ml 
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[0 0 10] 

<7>£#>, I y Y 7-?±-CiSCSl£fflv>£X h I/-ygtl*IOLUi:*ft^7^-t^ 
[0011] 

LUNt + i'Jr^f x7 ?<Dtz*bbZ, TCP/I PT^^nti/^MACT Kl^ 
b SBcBUfif $K Ltfflv^;t^ti?,ftS 0 MACT KU*tt, tf y h»j&*Jttt«J 

[0 0 12] 

L^L4^ ? f), I P ^ 7 h 7-^ jo v*T> ^ - ^ ^gfit I- t f - ^ 'J > ^ 7 P - A 
COMA C 7 F7-^*~ K©MAC7 KU^Ciltiibtit Li 

[0013] 

_h!Bi|fI^K 1 »0 f 5:iK2 Kf±, I h7-7fMAC7 KP*«r** MftBU^fc 

[0014] 

^HW^-ffe^B^fi. I P*y h 7-*KSM£$:Hrt:;* h V- v^BHisv^-c. M A C 7 
KI/X*fflv»t*^ h^ftglJLT, M^oo^^ >^*Of^pr<7)$iJ^^1f v^#^77 

*3&93*MI&<OBfl<Hi, I p*y F7-^i:Si$n47 h U-iSmW^mrZTPJzXiz 
ML, 7^-b^7C<50*^. y h 7-^ tC^i-^^S^lwC.L-C, n^yf^ 

V l/Zffl-f & T ? -tz X WM<OUm £ 4 i t 147^*^ <£> <t STj ft 

[3*S £ *><r>^&\ 

[0 0 15] 

#3§IKf2\ IPI7F7-7 ^^LTftM$tL4*^ h =? > tf^-^^^ii«$^4 n 
v> K^^ai-4^ h ^-ylil:i5K > KCiotli^n^Jtthi^f'- 

^-bxflf-77^i^fl,^t'j fc, h 3 > t: a- Zfrhm^ZtiZ uy4 >^ 
$CiLt, n$r>f 7 u-J*iz*x h a > t? a. - * OMfcSUKIWilt - 4 »—Offlf $R 

wl?zb-<d mn chlc, 7^-t^tif-7;^ l -c w fe-r & m ~ m t > 
t ? j kxwm7---7fri<zfe®izti&m— ommt, h3^tr*-^7&«ssfic$*t* i p 

^•7 F7-^(7)^>^7x-X^MAC7Kl/Xf*^o . 
[0 0 16] 

-^*^L-C7h U-v^M^ii«btL4 7^-t^^5RHMLT, 7?1zXftBl* ! gm-r2> 
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oit i jir ^momm^n l t -en ^#^-r & m~<om mown z m 

[0 0 17] 

L^^Hijov^r, ^hix-v^mt±> iscsi®, tcpi^ i p/h n r-*-^';>^ 
m-omnttx, vt-tt<iiMAC7 yuxtmmzti, m-^mw-t lx i pt 

mfL-T Z> tztb <D S N M P v * - v ^ J: *) 9\-M<vmmfr h m-^mm * m mir zx^^m 
[0 0 18] 

ifl Lv^ltli, X M—v^e^i, ftifccDim^ (LU) tffcmZit, ttz7? 
-t^l=5ix-r^H(±. MAC7 Kl/^.t, MAC7K1/X<7)I P y X7-y*<7M>? 
7 ^ - ^ £J#o^^#^y ? -fc X # nT $ *Lfc L U <*>»8UflF-§f-j&«eSi S n * o L T , 
m%Z%—(0^\^.7s^r yy'(Dmz, 9\-ffico^WLfr%iEim~£1xfz^~?> Kco^tSt^M Lt, C 
O -r - *#fiB L Ti^^^ii $ fifz L U H/tfi" & T * -b X £ mfcir Z> ^HOfO^ 

t>tl& 0 

[0 0 19] 

#3&9Jtiifc, *y h 7-^ KH&BcSiMfcfc— <7)^g^f>S— <7)^M^<0T^-b^.tcM 

— o«fli*»f>fS— oiicift^ r?*.*i)m— y v v - ? fflxftfrtiz fr^frz m 
—<Dmw.frhmmzfctzmwL0 7 ■tb><Dm~<7)m%k*m^xj-* y ?-tz>m— y 

mm7tt%&m-<vmwizfrbm^<vm-<vmw.£Mn-f&x7-y7°t, 

y?*-vt, ii©fx y y ^- FK&^x^niztitzWi&iz, m-<7>mwfrbm~<n 

[0 0 2 0] 

^fl^tc itUif, I P^y h V - ? IzmWiZ ftfz iSCSl7°u )V*m^Z>^ Y V-V 
mmz&^X. MACT YV7.*m^X*7. Y ^ItSULT, *^F^^o^>f^ 

ttz, 7?-k^jt(D*Xhtf\iil — <D^yh r 7-? (|b1— b^'>> tC^-T^ ^S^tCJS 
0[p]±^ll^-2> 0 

mwznMi-zfzi&om&vyjfm] 

[0 0 2 1 ] 

J^JLT, Urn * L "C «^ * I^B^ 1" 3 0 
H l (±-»lCJ:4f-^jay^fA^- K^x7il^t7 i n y ^it^S 
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iWf-^^Iv^f A(±, IP^ 7 h7-^ 4 0 0 fc^LT** M00ixi> U- 
12 0 0 7) s IS?ntiI$tlSo h 7-^ 4 0 0 ^Lt*^ h 1 0 0 t X h 

l/-yif 2 0 O^HW? h ISOf- * rtSHSH $ o 
[0 0 2 2 ] 

7 h P-ylf2 0 0 it, nZWMfflmW2 1 0 , it©f^^gf2 2 - £ 

xynt-yt (SVP) 2 3 0^i^^o«SOfU^I|li, ^i«f- * £fE'lt1- 
R A I Dft J&Or-'-r ^ 7 7 \s4mW.X°h »K frh<D=f?y FUBMizX *) T 

-^Otia*»*W Lj&*firfr*i&o SVP 2 3 0!i»SMfli^ix.^o 
W^ffi 2 1 Oli, *^h7 ¥ ~f 7 240. ^fyyi^t'J 2 5 0, 7*4 X * 7 ^'V^ 2 
6 0, yo-fc -y-9-2 7 0, filJ#M* 'J 2 8 0 *^t%o b7/7'^ 2 4 0 f±, iSCSI 
*°- h 2 4 2 Z%-f2> 0 h 2 1 1 ti4f y Y 4 --fr* y h O X n SriSillP^ > 7 7 
i-* 4 1 0 Sr^LTIP^y h 7-^ 4 0 0 Hft«c$*L* 0 
[0 0 2 3 1 

*^H0 0li, CPU110, 3Ef51t£§M 12 0, I^AJii^M^f 1 3 0 *^fi" 

- A 3 > tf i- ^^So AthTJ&S^fi 1 3 0 li, iSCSI**- M 3 2 £*1-& 0 *° 
-M32 f±S5&IP>f > 7 r? 3.-7. 4 1 0 fctfrLTIP* 7 4 0 0 Kfi8$ft4o 

[0 0 2 4 ] 

ft, IUtk Ltv>ftv>#, h 1 0 0 t 7. Y U-i/^M. 2 0 0 it, )V- 7 Sr^rLT I P 
[0 0 2 5] 

*^H0 0-C4^?^n-7> KJfctir*-^ 5 0 (i, iSCSIS 9 0 AOiSCSM - v J. 

An $ tix/*ir -7 h s f-^r/^i9 6^M^;h7-74oo ^itit $ 0 

f-y'jy^lliMAC (Media Access Control) S fc 4> Pf IdTtU #0 x. l£4 - * * 7 h ( 

mmm) <?*?ir\£-y v^-^-^y fht^^o 

[0 0 2 6] 

—77. ^h>->lt2 0 0tli, * y h 7-* 4 0 0 7^<bSjf Ztitz? v> Kf fcli 
f-^5 0(i, f-^V>^§9 6, I PS 9 4 , TC PS 9 2-C;M£*L, £flJ13iHf# 
^r&ir^it&o fU, 4-v^*OiSCSI4-v^^B^j£i9 ffi Lfc^-CiSCSIJi 9 0 
BC0iSCSI^-^7 htlf^t^ibtL. #kSt£;ri£o b n;i/#LSJg iSCSIS 

, TCPi; I Pi, 7'-^ , J>^i(i^-K7x7Sf:l±7n-fc7t±©V7h^x7 
, $>Z>^lt^:iXb<Dffi.fr&t> J £l l z X 0 ^IPi^ft&o 

riSSQ ^ X h l/-y'SI2 0 0#<b** h 1 0 0— x-^^glf$tt^B#(i, ±|2tjjfr(7>yn 
[0 0 2 7] 

ft, t; f U-ygf2 0 0 ICS NMPv^-y> 9 9 B^iS$ W D *X 
MOO^Xf I/-/ii2 OOli. tc^UDP|98 £#o q J fc, X h U-VSf 2 

, 7^-tXfIr-7>8 0<7)rt#^ov^T{iH 5 £#JK L"Cf^i-^ 0 
[0 0 2 8] 

SNMP (Simple Network Management Protocol) <D— fl&fi<J&5e&ffl Cov^tl 

SNMPli, IETF^-CRFC1157i: Lt£i$^:, * y b 7 - * K««E£ 

y h *7 - 7 ZtztbtDzfu ha^JbD, UDP/IP_hT^^$ titfl $ 0 

SNMPIifaittti^iUCfEt^SNMPx-yxyft, <ni-&1!l<?>tt& ( 
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±<7)S NMP-7^-^>F^T-jljf \zm^*hi\h 0 SNMPv^-y'ttSN 
MPi-yx V hom^n^fi^ Ift:iJ 3 oofi^^^^ -!-<7)i*i^co^^0!l-e(±, 
1f$RO^*«h)S^^M1-^iI'fHO^iJ^fflv^ 0 BP*,, SNMPv|--»^^SNMPx 

tzmn * m% LtsNMPv^-y> rcisig-r & 0 

[0 0 2 9 ] 

SNMPt-fl$ill.t?f(±, MIB (Management Informat ion Base) tmtfo&Wl 
Wr<r>Wm*^i?-$-r-? t „ S NMPv^- v>(75jt^t;j; ^ iti^iftt^, SNMPx 
-v^^ htlflfii^^n^^A^lfOo MI Bt Lt^i$iitv^t|f#- hic^^S- 

-ChZ>i)K SNMPtMI B £ <h J; ^^etJ&t^T^-C # £ 0 

[0 0 3 0] 

SNMPjM^UDP -fu h nj^li;iLt(±, ^-7°n h n^Iif^bi, iSCSI 
Jf> TCP!, IPi, T'-^ V >^^<7)^!tai:|5l«^/N- K^^Ti/c^^n-t y-9-± 
OV7 h 7x7x &&^^i^fohC0m-^fo'£-?^Jl2fL&o ffl x. (i S NMPv^ - v -V 
9 gBioi^SNMPx-yxy F9 9AhLttt, gtKJBt: $ ftT v»4 V 7 F9x7^ 
ffl^ti^o Wilf^X h 1 0 0 COO S7) ? Linux&^£\ Linux ffl [Z^m £ *iT v»-S 7° 

[0 0 3 1 ] 

#Hifc1?!|-Cf±, SNMP7^-y>9 9 BIJMAC7 K V7s & $ tl 

i> 0 M I BflljtOi^-Ct M I B - 2 fgi$tL4MAC 7 F V 7.coW^\Z(n^\t L 
SNMPM^fl5i:t*'- h lfcV7 h>)x7t Lt^at-So -<7>^-g\ SNMP 
«H*±iSCSI^-^y b £ £tfiSCSI>f-vi*0«fl6tf>— fflSi L THiSt? £ & 0 
T?-tx^-$.*miELtz*?s h *m$W1rZ>tztb\iZ, *X h<D*°- h (DM ACT KV^^ffl 

[0 0 3 2 ] 

>Xfc. h 1 0 0OSNMPx-yi> h tTs Y V-Vmm.2 OOSNMPv^-y 

* tcomcomm i:ov>-cf|ft:p^t^ 0 (iil±16-8^#lLttM^o ) 
*^M0 0^<bi£lg£*i7t:iSCSin^ 1 fc£*gLfc* b U- v^lfiOiSCSI* 

-yyhM9 0Bli, SNMPv^-y>9 9BC^LT, iSCSln S 1 

OHfirxO* y h 7-? T Kl/X (IP7KI/X) tc*t LM A C 7 K 1/^ ^^^1"^ tztd 

S NMP U h S 2 ^^i-fi £-£& 0 

S NMP 'J7XXFS2 tf^Lfc*^ h 1 0 OOSNMPx-yx / P9 9 A«\ jlS 
<7) S NMPfeit LT, $tlf;MAC7 Kl^T, £-^i>M I B^SNMPl/X-f >^S 
3 i: LTIt-^f^o iWSNMPl/^sK^XS 3 ^ffLf:SNMPv^-y> 9 9 Bli 
, iSCSI^-y-y hjSH9 0 B^$§LfcMAC7 K^*#§t4o 
[0 0 3 3 ] 

iSCSI^-^y Mftit£9 0 Bfi, iULt^ hOMAC7K W 7^t7;fir 

7i7-t^MT--7^8 0 C-e©MAC7 K W^^il$^Tv^^^-tz(±. >g 

*&fFnTU -e^fcx&Tt^*^ hiza^'4 yuxtfy^ZMm-fZ (S4) 0 

Sfc, uo^ Lfc&, *^ h*>e>5f t*3v> Ki:ov»-c, =¥>$> 

[0 0 3 4 ] 

El 3 i±. iSCSI<7M- v-x:* t 7 hm<DmmKm^btl2>;*v- y h<D7 

h comiTjiiro 

ttimm 2003-3100516 
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iSCSI/fC&^T, r-?<Dmm <D^\tLt tah P DU (iSCSI PDU) (4, BHS (Basic Heade 
r Segment) 3 3 t 7*- $ -t ft > Y 3 4 ^ fjfS £ *i£ 0 BHS 3 3 tr'-^-t^*/ > 
h 3 4 toratCAHS (Additional Header Sequence) T^lfAS *l **7&*. U 3 

[0 0 3 5] 

TCP!, IPI, x- ^ 'J >^®^t±, iSCSIJf^ibO^x y Y T- 9 KttLXjtm. 
C> f-?')^A.;f (DLH) 3 0 > / (IPH) 31, TCPa^ (T 

CH) 3 2##l?fiS 0 £ fbKiSCSI^T" v YT-?<nM&m-lZT-? V y? M/^f 
9 (DLT) 3 5^#^n$^^o 
[0 0 3 6] 

I PJf-Cf±, I P7K>^t^fttV-K f^7h7-^i:gS$iitv^l?|) 
OftgiJ^f^^n^o iSftlA < ^SLTv^IPv4t-(±. I P7Kl/^i: LT32kf;/ h Olfc 
1i^^^Tiol9, ^ifirft <^> IPv6 -Cfi 128 tf y hOSi^ffl^ibftSo IPv4<DIP^ y ^"C 

t±5fen^^i3~-i6/^ hs^mjt^m-tv-^i pt vux&temzti. y 

[0 0 3 7] 

7*-? 'J >^1(3V^T, -7 F7-^*- V\Zlim^^>T VU7s^m<0 MXbtl, 

Z(DT Kl/X^lCLTf-^ 'J y^yu-A (7*-* 'J y?^y yfrbfat *) r*- 9 'J 

^3 — Kfc LTIEEE (Institute of Electrical and Electronic Engineers ) ^'f I L 

FT^^o i©i^:LTRj£S*i^MAC7K^li, f AOMAC7 Kl/^tttlS 
-£-f> ^Tl»447KWflNt?»n4, 
[ 0 0 3 8] 

x- 9 W^-y ¥'(Dm.%)<D 6s<4 Y \f$i% i k7F--$7-°7, rU->3>MAC7 K 

O 

[0 0 3 9] 

EUtc, n//f>5?*7l/-AOH)S15|S-^t 0 

7l'-At 1 7- V&4;<4 M*ot?, B H S ti 4 87 - F^bM$titv^ 0 
[0 0 4 0] 

BH S Of^Cfi 7*- *-fe?*.* > h75Mt^n$n*o >s?*7 I^-Ajs itf'n^-f > 

SO -C*4o 
[0 0 4 1 ] 

n^>r > \s7.^y7,<07,7--97sW®. (Status-Class -hStatus-Detailfc^-iir/ciTO) 
Clio 74 y<7)7,7-- 9 XtmmZ ti&o Xf-?x^0 0 0 0 (Status-Class&tfStat 
us-Detailtf ? 0 0 ) ta h tf, n >1PW&} t T v^^cS*^1"o * 7- * *t&*0 0 0 0 

[0 0 4 2] 

HI5 $:#.liLT7^-t^fif-7;i/8 0 i:ov^^t-So 
7^-1:7117-7^ 8 0 Kl±, &fir rt h V — 9 4 >9 7x-^«MA 

C7KU*81fc, ^-fUCJtJo-r* I P7 b'U^82t, MAC7 FW^jfo*7 M:^L 
7 ?-fe *IT5ri~4 LUon h83<h . MAC 7 KW*£*£o** h t oifl^jJi (Session 
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[0 0 4 3 ] 

(1) iSCSln^-f y^-R^inm^h^X*^ Y tcDMM^fr ^^fttv^-^ ("not esta 
blish") 

(2) iSCSin^M ym^-gim Lxm^Xh 19 , iSCSin^M > H^^^^ILT 
d^M^^jZhu ("login") 

(3) iSCSinyM y$L±L ft ("establish") 

7^-bXfIf-7>8 0f±> h T?-t7A£^$n£L U^7^^^flr-r 
iM:tSt^^:i6i:> -e^^<7)i*iS^ 3 > V-^S V P 2 3 0 O^^UitTF Lfc 19 , -fr 

[0 0 4 4 ] 

^ o 

7 h P-ylll 0 0 ti. 0 0 ^(biifg $nfciSCSI Login 1 h 

t (1100) > ^OiSCSI Login S 1 <D I P ^ y ? "£#BB LT, V-^7Kl^7!> ? 

h h|WJ--t^^ > h|*jcD I P7 Kl^^^^^^S^^^J^i-^ ( 1 1 1 0) o 
-OflJ^O^. iSCSI Login P T K l-^^g h <h — * v b 7 

fflft 1 ) 2 8 0 |*)<0n ^UlE^i"* (l 120) » f LtSNMPv^-y> 9 9 BtC, 
iSCSI Login 7 I- - A (7) V - ^ I P 7 K P^CWt^M I B3S#£^7K-t & (113 
0) o -O^tC^oT. SNMPv^-y>9 9B(i, S NM P U * -x* h S 2 

[ 0 0 4 5 ] 

h 1 0 0-CSNMP 0 y-J^ b^Jg^^/i/^XtiS NMP 

^ b^hjz^^tir-^mm^Ltz (HA77(-#itL/t) ^s^^ij^^n^ ( 

114 0) o US NMP 'J^x^hS2 [Ztt-fh S NMP )/Xtf>X S3^\ ^U7 

■7 h^-^^^-f^^ h i/--7it2 o o-eS'ff-e^^^, ^cosnmp x *° y x « 

t#L/c*X htf>#- KOMAC7 K 77-t7sf If-7*^8 0 ^JBt£tLTv>& 

fr^frtfm7£ZtiZ> (1 1 5 0) o -5-O$lJ^C0|S^, f-7*^8 0 K&mztiX\<*2>m& 
HH\ h 1 0 0frh(D7 ? ^^-hm^ZtiX^^tztb, uyj >%i^-f& iSCSI Lo 
gin U^-JO* S 4 h ^^LTiljll-^ ( 1 1 6 0) 0 

[0 0 4 6 ] 

^<D|£(±, IH 6 C^-TiSCSI <7) Full Feature phase ( 1 4 0 0) o £ <£>J&£\ 

vfJ U^/:*7 h 1 0 0 (±7A h W-71I2 0 0 t li^ti: 7' * > h 

m^fez-hti&tztb^ vmmmt lts±, nut i pt ki^ 

[0 0 4 7 ] 

0 O^Command PDU£^t L ^ (14 10) , 77-t7fIf-7^8 0 
£#B?.LT, rf"7> K7^f&*fl$*L£:7 A©7-7 I P 7 Kl^^tCov^T, -?-03T> 
K^1"L U^§l$^LTV^^S^*flJ^1"^ ( 1 4 2 0) o -O^J^^*, UL 

3-7^ Ko^Ljs^tf (1430) , Ko^a^^y-r^ ( 1 4 4 o) 0 

[0 0 4 8] 

—77. 7 7°14 2 O^J^CiJ^t, V — 7s I P T Kl/^^ib, Un7 7K#f 

1"L U^ii£ft-C^&tttUi:\ -€"<7)L U^7 ^ -bX^rppT$ tit ^^^7 7 -tx 

t £n^n|EfiL ( 1 4 5 0) > f©3v > KOM^fi 1 &fc>-f H^T-r&o 
[0 0 4 9 ] 

$ tU^M Lt, ±Exf7 7°l 1 1 OOffl^co^*, r Y e s J £ t # ^ f±, m 
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7 KtfI-MStHt &*?ii4o -<OJ§§^ o^/f ^g^j Lt M 0 0 li^ FU- 

y'if2 0 0 fcffi—t^ > h KafeSOTN *X 1 frh&mzixtz&y U-A<DV-XM 

[0 0 5 0] 

£1\ iSCSI Login 'J * « h S 1 CD y - X M A C T K 1x7. &7 * -fe X fir - 7^ 8 

0 U2fife§fLTv> * JpJJg-T 4 ( 1 2 3 0) 0 - <0¥iJ5E<0*£m, 4) Lf-7>8 0 
KfiflkSftT^fiWT, o 0^fb<7)T^-b7^ltor$tLTv>-2>(0-e, nyM y&fF 
oT1-£ It CO i SCSI Login P^-f/XS 4 Klff^ ( 1 2 4 0 ) 0 - co^, iSCS 

1 CO Full Feature phase ttth ( 1 3 0 0) 0 h 1 0 0 ^ ^ Command PDU 
£§4§L££> (13 10) . 7^i:XfIf-7;l/8 0*#JSL-C, ^©nvyKW 
gnt7l/-A<oy-^MAC7 Kl^7xt:iL, 3vy K^^-f L U# S 3B1£ ntv>4 ^ 
S* 4 **!!^* ( 1 3 2 0) o £> L L U ffMiM £tiX^*ti (£\ fOLUCHLtnvyK 
cDM£fr&^ ( 1 3 3 0) > ^On-r y K^i^lMtS ( 1 3 4 0 ) 0 

[0 0 5 1 ] 

— 7j > ±f£7 r y y° 1 3 2 0 cofiJ^tN V-XMAC7 KU^^f,, K75 ? /Tc 
fLU 7i ? 2it £ *i T i± „ ^(OLU^OT^-fcX ol ^t^^v^y-b^ 
fc £n^cifiiiL ( 1 3 5 0) „ -e<0 3 v y Ktf>JG.3£fr$r t>-f{;H-T1-^ 

o 

[0 0 5 2] 

±M*7- y7 \ 2 3 0 5e<Z>sj£* TNoJ tio^, i/:l^f -7 7°1 1 
4 OWflgOifeft r Y e s J -e*ofc$frg\ itz\**y-v 7° 1 1 5 0 cD^JTECD&f * TN o 
J X^>^fz^%K\t, y£fpnj L&v^CDiSCSI Login yx*°yx£*X 1100 

^jfrg Uf-ntuooo o JW&jfrgr) (1200) o ti*)%:o#^: 

(±, MAC T Kyx£JB^T*X h tefr-oti, ^i>ii*7 1^MAC7 Kl/7 

^77-t^fIr-7^8 0 lC;g£l£ tUTV^^o tz<OX\ 7 5 -tX £fr "1$ *IT V* 

g5##*ofc£fc*n^KSa»LTif&7-*-<& (12 10) 0 
[0 0 5 3 ] 

£B#W-f^y llCHi^t. f IJfP ^ ^E- 'J 2 8 OKSettSflfco -co^H^#$tL^ 
n ^(i, Z<DW^m%<D^fty.kt^ftfcfrh*ltz7.^i/^-)V\ l Z'iji<oX$> V P 2 3 0 <oii 

c7 a ft ^ CO * X 1 frh CD 7 * -t X CO P7j It CD tz tb <D WiY? £ $f X. * o 
[0 0 5 4 ] 

JELL, -H»^l3o^T|fe^L7t^\ WTS^<7)WJi:ov^^t^o 
±IB^ifc^ffi-eJi, ^f ^l 1 1 0-CiSCSI Login 'J7X7 1S1 ^liU;*- 1^ 
gtf- 1 tm — ^y* y iCIt^^^ iSCSI Login 'J ^X htffeffiZtlfz I P 
h<OV-XlP7Kl/XtflSLTi/^o LfrLteffbgcfm-Xli, ^y-7I 
P r KyxuftfroT, I P/<$- h#*y-t;Ht§iifc'f — fr* 17 y-Aco7 y- 
A^y ^:tH47-^MAC7 Kyx-eflJ^LT^^v^ 0 -t&t>*>^ V-7MAC7 

1 KPJji L^O-e, iSCSI Login 'J ^ X.X h %mf Ltztf- M±|W| — * 
yl7-7i:|^^> 0 V-7MAC7 1T7#\ ^-^O>f-l<0MAC7FUXti 
v>8r£\ >f --9-^ f h 7 y-Ati;i/-^ h izmMLtz<DX, i SCSI Log i 

n 'j^x^i ^miLtz^- i am—* y v 7-7i:it^ 0 

JNJ^Oig*. 5ft£Lfzm<7)$im (7f 7 7"1 12 OWimf^l 2 3 OJ^cO^L 
3S) (±. BU?£<DjI 0 T-£>&o 
[0 0 5 5] 

y KKWLT, fft^ML/:^7 1 £MAC7 VU^ifzii I P7 K ^Stzf^giJ L 

ailHf 2003-3100516 



mm 2003-367152 ^- V : 9/ 

7 3 2 0 ^*iJ^?r^B&L, full feature phaseHfl#;f£(i> L *:PDU£^T^ ^ y 

Z\<Di§j%, 7^-b^fif-7> 8 0 tC(±. fCD^My^^pltl,*^ fOMACTK 
l^<7)^£3£§f LT&U-^&W fij x l±*m 9 ICtf-TJ; 9 CMAC7 Kl/^O'J ^ Ifi^O 
JB1 r - 7 )V t i- ft f f & ^ >o 
[ 0 0 5 6 ] 

Mtc-ftjiO^ff^im&^-C, full feature phased 3 0 0I1± 1 4 0 0 )T\ ^TW^a 
KCiLT, -?-ft<b Lfc** P£MAC7 KP*i 7c(± I P7 Kl^x£^(-f& 

(write) £fit^-f & xr-7 y Ki:lLt»**X h 07 y- ^^"BTS^'JJe^t&v^ -eft 
[0 0 5 7 ] 

AC7K1/^, IYTYV7.) £• 7 y* -b^flr- 7JWif£1fi LT^^T^ ^E](7)n^M> 
[0 0 5 8] 

L^7"-^iijti-^it^^^igffl-^#^ 0 i(7)l|^ >t73"0^ 1- l^-v^g^*^ h<7)S 

|f0 7°n-tr y+r2 7 0, tfzl±*X hTfzf? 2 4 0^fo7°n h K^jt 
7> W±-?-ft ^Oia^^-^-ti-tr*^ h <h LTOyn h n^i^^i|t^ 0 
[ 0 0 5 9 ] 

£/cftiiOl?!j«b LT, 1 oXti^li^O^ h ^-yli2 OOCIP-f / ^7x-xHM 

T^i-^i : a+>--/^i$it> dofa+r-zncm i itsv p 2 3 o KflnxXfi-eftK 

ltfcot±iesVP 2 3 0«ltg, tfOxJfn y^fEil^O^a^T ^-»±Tk&v> 0 ;©f 
[0 0 6 0] 

5EH£ /cilEllJMff^sWi, X P <b *X P OMA C 7 K U-^ £ £ 

£>H S NMP 'J y*^x P £ffi^7t:^\ SiJ^|££-ffiv^ d t fcti £<, iSCSIOT 
EXT Mode negot i at ion £ ^ , ^-yx^B-7'yM "C&IO&f^ 5 > — ? 
£-f&fc*!><£>:/n P rr;i/£fl§v>T, ^;yx^(;^LMAC7 P~W* irSlit* «t 0 

-€-OJ#£% SNMPv^-y't^SNMPi-yx^^AF U- v^S^*^ P &W~? 
-J&gti&v^*, PtiTEXT Request T^SftfcM AC 7 K I^-X^^SM U TEXT Res 

ponse^: UMAC7 K V 7. £#o<j£g^& £ 0 TEXT Request StTTEXT Re 
sponsefi, ^*TEXTf^T*E^$tl^ 0 
[ 0 0 6 1 ] 

Ell OK, i SCSI O TEXT Mode negotiation^ J: &MA C 7 K W*<7>3g#0£i60 7 * -b 
[ 0 0 6 2 ] 

^ -->^^^ib ^-^y P K*frLTiSCSI Login 'J ? P ^^-^r h ft S (Si) , 
9—Y-v YfrbJ — ">J.^tCJi, iSCSI Login ;K > * 75 s jI $ ft * 0 C\<DMXl±, MA 

Xt'^n^r- TX-com. • -securityj ^ x*- ^ -t > h KM ^XMIS? Z> (S2) 0 

M>7x-X^Kti 0 dOtflJ-efi, ^yx^s, TX-com. • - securityj tf^ 
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o ^vji^(±, v t<Dmm^m^^^-°- f^mact ki^ roi2345 

6789ABJ *9-¥v b^iltl" & (S3) , * ft «: M L * - y y Mi , 1*0123456789 
ABJ If - 7';n:f i6t^ L fc^ c /:M A C 7 K "C'^o n^^Srfr^T 

MUn^ yZm&lrZ (S4) o 
[0 0 6 3 1 

p^>f >w5feBjcLfc*^ (B) Kov>-csftiu~i-*o 

ISCSIj|&4§-Cf±, TEXT Mode negot i at i on T £H <b & v — it L "C (i , -f - v^*{±^- 
7 7 hWtLt, rNot Under StoodJ (S3) «t 9 $ ftT^& 0 

^rii^^m-r^t, 9-fy K±MAC7 KU^«:II|-Cii^ n > £ It"! L 
fcv» (S 4 ) o 

:o^C, i SCSI OTEXT Mode negotiation*^ LTMA C T K =Sr»#"C^ &o 
[0 0 6 4 ] 

m_h, »/»<o*»o^i|ji«^ov»rKWLfc^ *#§Wi±lEIIWJm^$ft& 
[0 0 6 5] 

[HI 1 ] -^S&ff^fi^ciolt^-T-^MSv^T-^cO/N- K9x7i)fi«:/Tt/n y ^ 
Ho 

[BI2] — ^Mf^Jci^f-'-^^av^T-Atiistt^iscsiw-r-v^^ 

•y h ^<0iI#O«E±^^1-|IIo 

[IH3] iSCSI <OA -yx^ £9—Yy MS^MCfflv^ti^y hO?*-^ 
•y h <7>^Sr^-f|gIo 

[HI 4] n^*-r lx- AO^^^iJ^^i-glo 

[@5] EI 1 Cit7?t^fIf-7'^8 0m®.M*7FirMo 

[Ei6] -nmmAz£%T?^xmw^m<Dmm*7f;ir7u-?-^- v 0 

ins] -mfofimtz x & t ? ^ xmw^m<DWffl*mir y v -1- ^ - y 0 
im 9 ] \&<D%mfti§^ & & r ^ a^mt- - y )is<7)WL<Dm%7F-i-mo 

[HI 0] MACT V" UX<Dm&?Z& <Dm<&MMMMbZ£&T f^^m'M 



[0 0 6 6 ] 



ioo : * * h n y \£ a - * , 

400 : I P * y Y 7 - * » 



200 : x h v-vmw. 

410 : i^ii i p^>^7^-^ 

20 : S NMPft7 lx-A 

40 : n^>f yfo^mm? \s -i* 



10 : n ^*-r U-A, 
30 : S N M P (&«r 7 1/-A, 

so : 7?txfif-7JK 

90A : iSCSIS (^-yx^) , 
92 : TC Pi, 



90B : iSCSIS {9-fy h) 

94 : I Pi 

98 : UDPi 

99B I S NMPv^-» 



96 : MAC 



UK) « 1V1 ii. V/ 'S "> 

99A : S NMPx-yx > K 
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mm 

im 1 1 

m 1 
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^-v: 2/ 



[H2 ] 



100 



200 



Host 



90A 



99A 



iSCSI-l 



SNMP-AGT 



92- 
94- 
96- 



TCP 



IP 



MAC 



S1 



S4 



UDP 



90B 



✓ 98 
92 



Storage 



80 



Acc CTL TBL 



iSCSI-T 



TCP 



Login Request 



SNMP Request 



SNMP Response 



Login Response / Reject 



410 



99B 



SNMP-MGR 



IP 



MAC 



UDP 



S2 
S3 




410 



IP network 



400 



98 
94 
96 
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[13] 

El 3 



30 


31 


32 


33 


34 

y 


35 

$ 


DLH 


IPH 


TCH 


BHS 


Data Segment 


DLT 



iSCSI PDU i 



TCP Packet j • 

A i 

IP Packet • 
^ s. 

Data Link Frame 



DLH : Data Link Header 

IPH : IP Header 

TCH : TCP Header 

BHS : Basic Header Segment 

DLT : Data Link Trailer 
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[[14] 



(A) acm 

Byte • 0 

jo 1 2 345 67 
0 • • |1| 0x03 
4 i Total AHS Length: 
8^ ISID 
12 i 



(17- K> 



{ ot: 



3fc (Login Request) 

1 j 2 i 3 * 

01 234567j0 1 2 34 5 67|0 1 2 345 67; f 



<!OhijCCTCP 



T|C|.|.|CSG|NSGj Version-max \ Version-min 



Data SegmenULength 



; TSIH 



16 ; Initiator Task Tag 

20 i CID 

-: h 

24 : CmdSN 

T -I 

28 : ExpStatSN or Reserved 

-I- 

32 : Reserved 

H 

36 i Reserved 

H 



: Reserved 



-+- 



BHS 



40^ Reserved 

48/ DataSegment - Login Parameters in Text request Format ^ V 
-\ + H H + J 



Data Segment 



i 



Data Link Trailer 



(B) >u>^*>^ (Login Response) 

Byte i 0 « 1 • 2 | 3 j 
j01 234567;01 234567i01 234567101 234567 i 



0 i l l 0x23 ;T|C|.|.|CSG|NSG; Version-max 


•Version-active 


4 ; Total AHS Length: Data Segment Length 




8 • ISID 


• TSIH 


•H 

H — 


16 ; Initiator Task Tag 






20 i Reserved 


-H- 


H 


24 : StatSN 


- + 




28 i ExpCmdSN 


•H - — 


H 


-:- + 

32 : MaxCmdSN 


• 




36 : Status-Class j Status-Detail 


• Reserved 


-H 

-H 


40^ Reserved 

j i _._ 






48^ DataSegment - Login Parameters in Text request Format 
-1 + H H 



> BHS 



Data Segment 
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[15] 

m 5 



^_8J ^82 ^,83 ^84 



MAC 
Address 


IP 

Address 


LU 


Session 


MAO 


IPAO 


LUNO 


establish 


MA1 


IPA1 


LUN1 , LUN2 


login 


MA2 


nil 


LUN2 


Not 

establish 



! 

80 



mtE#2 003-3100516 



&0 2003-367152 



^-v: 6/ 



[m 6 ] 




1120 



1130 



MIB (MAC7 7 KU^)3If#£t§7F 





1180 



^1 



1200 



iSCSl Login Response 



iSCSI Login Response (SS 



1210 



c 



END 



3 
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^ — v : 



7/ 



[H7] 
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8/ 



[18] 



HI 8 




1240 



iSCSI Login Response Ctj^ 



© 



1300 




iSCSI Full Feature phase 



Y es 1 3 3Q 



=] v > K<7)ja-Ji 



^1 



1350 



i_u ^01*013 nr^&^ 

p V ("IB® 



c 



END 



3 
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[1219] 



^80 

MAC Address I 



MAO 



MA1 



MA2 
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^-v: io/e 



[010] 



1 0 



(A) a?<>Wt*S<D®^ 



Initiator 




Target 



iSCSI Login Request 

iSCSI Login Response 

DataSegment icii 

X-com.hitachLMACsecurity = yes 

iSCSI Login Request 

DataSegment iZU 

X-com.hitachLMACsecurity = yes 
X-com.hitachLlnitiatorMAC - 0123456789AB 

iSCSI Login Response 

status = "0000" (success) 



(B) n?<>*ttO»^ 
Initiator Target 




iSCSI Login Request 

iSCSI Login Response 

DataSegment Cli 

X-com.hitachLMACsecurity ■ yes 

iSCSI Login Request 

DataSegment Id & 

X-com.hitachi.MACsecurity = NotUnderStood 



iSCSI Login Response 



status 3f i£ = "0202" (Authorization failure) 
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[mm 

iSCSI^n h u)V*m^Z>* Y P-y'St^*^ h h <DT 9 -fe;*I?jfcK*t1-<& -fc * a. 
offlffR**^ i ft X ^ ta \,*m& . tt*B©3£« *t LTf ft £#561" -& *-Offif«tf> JR 

imam] M2 
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tts m a m. m m 



[000005108] 



3 1990^ 8 £ 3 1 B 



